ONS/Filter

Key Statistics

« Every day, 2.3 million domains are processed
from our external data sources

« Every day, 120,000 new domains are crawled and
classified organically by the Welbshrinker engine

+ The live categorization database contains over
97.2 million enfries

Scans Threats Using M.L.
Broad Phishing Detection
Fake Tech Support Pages
Incorrect Use of SSL
Suspicious Domain Names

Pulls from Multiple Sources
DNSFilter Traffic
Webshrinker APl Requests
New Domain Crawling

Domain

Ingestion

Safety Checks

External
Feeds

External Data Sources
66 Data Feeds

DNSFilter's Al-Powered Classification

False-Positive Protection
Alexa Top Domains
PageRank Score
Proprietary Checks

w webshrinker

Unique Offerings

DNSFilter's partnerships with the Infernet Watch Foundation, Project Arachnid, Friendly
WiFi, and CTIRU provide well-rounded coverage against child exploitation and terrorism.
Webshrinker employs a four-tiered anti-phishing approach by analyzing HTTPS/SSL usage,
image matching, and performing domain name and confent analysis.

Detection of fake “tech support” pages protects against phishing, vishing, and

cryptomining.

Categorizes Domain Content
Organic & |IAB Taxonomy

g Proprietary Scoring Algorithm

Security
Heuristics
& Al

Content

Classification

O --~
~
\

o——————————-—_.-
Y
~

&

© DNGSFilter, Inc. All rights reserved.



